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Kubep curypHoct Ha Cuctemara 3a rorieMu 4aHHU U POns npu
UHTerpaumaTa n cbc CynepkoMnioTbp

2xCynepkomMnoTpm
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ApXUTEKTYpeH KoMnriekc Ha nsrpageHarta Cucrema 3a
flonemMun gaHHM
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NMpumep — TPAHCNOPTHU MHUMAEHTU B LA obnactra obpaboTeHu,

ype3 CohtyepHa/Al Hadoop GusHec curypHocT (¢ ydactue Ha NiFi
“ Impala) U BU3yanmanpaHm 4pes HIVE
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[Mpumep - NponsBoacTBO N peanusauma Ha e4eMUK Ha
BankaHckuna nonyocTtpoB 3a 2019 r. ¢ AaHHM 0OpaboTeHu, Ypes
CoidtyepHa /Al Hadoop 6M3HEC CUTYPHOCT

Country ®Alban nia a ®Bulgaria @ Croatia e ®Montenegro ® North Macedonia ® Romania @ Serbia @ Slovenia ® Turkey
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[MpumMep 3a pasno3HaBaHe Ha MankKy NPOMeHU B CHUMKM, Ype3
CodtyepHa /Al Hadoop OM3HEC CUTYPHOCT

=>Moxe 0a ce cmueHe 0o demaulrsiHu pas/iuKu, Harnpumep uuasnu Ha
rnokpusu



B HawaTa KomnnekcHa cuctema 3a lonemun naHHu
nsnonsBame criegHaTta pabortHa aedouHUUmnA

UHdpopmaumoHHaTa
CUTYPHOCT €:
° 6anchwpaHa 3allnTa Ha NOBEepPUTEJTHOCT, UHTEerpupaHoCT U HaAJIMYHOCT Ha AadHHU U
npouecu

* dhoKyc - Bbpxy epeKTUBHOTO npunaraHe Ha 6M3HecC NOAUTUKU

* ynpaBJieHUe - Ha Oa3ata Ha YnpaBrieHue Ha PUCKa U CTaHOAPTHU

0 Knbep curypHoctTa € yact ot MHdhopmaymoHHaTa curypHocCT



Pa3sBuBame HuBaTa Ha ynpaBneHue Ha Knbep curypHocTTta

1. UHdpacTpyKTypHa CUTYPHOCT — CUI'YPHOCT, Ype3 MHPPACTPYKTYPHA
(BKIMoUMTENHO 0BnayHn) cpeacTea

= HuBo - TCP/IP

axdfMIPABINIEHUE

= Peannsauys - Ypes ,,MpemaddAOchmrypmpaum PEXXOBU N CbPBbLPHU

cncremum
NMporpamMHu
Ha curggHEEE ow

= Qokyc—IP nTCh

= Anantu

— QUIrypHORT, Ype3 COPTYEepPHU

% HwuBo - Npdsa DHOCTTA (HE NPUNOXKHU

CUCTEMMN)

VN aPXUTEKTYPU 3a LEJTIUTE Ha CY
K IP/TCP nakeTu 7

% OoKkyc - codpTyeprrT e T T o0BBPSBaHeTo UM (copTyepHa

apxuTekTypa)

% Peannzauwns - Ypes ,codptyepHu paspabotunun®, kogmpawm CUN'YPHOCT Ha

YMNPABJIEHUE
HA

2
i APXUTEKTYP /
U
MpunoxHu
CboOLeHn

\ IP/TCP /




Pa6oTum ¢ pasnn4Hu n3TouyHULUM Ha gaHHm npu Cucrtemara 3a
roriemMm gaHHn, U3NCKBALLY CUTYPHOCT

OAHHU OT MPEXW — npunaraHe Ha UHdpacTpyKTypHa

CUTYpPH
Hanuonaana
,anH aHH ,anH LoRaWAN H@TT ﬂ&l‘"‘l}
u N u

/ ApanTuBHa

CUTYPHOCT

CNneyd®UNYHN JAHHU — npunaraHe Ha CodpTtyepHa Ou3HecC

Bu.qeofm;m"oc'r
mEEm - Ye6 caiitose / Dark - ouparh

.........

 Pa3no3HaBaHe Ha nuua

* PasuynTtaHe Ha TeKkcT oT
eKpaH

» ChbxpaHeHue Ha BNaeo,

ayano n TexXxHn noToun



Ha Ta3u 6a3a paspabotuxme Kudep cekroputn Apxutekrtypa B 5
n3mepeHus

[ BU3HEC j

CodrtyepHa/Al Hadoop busHec

V. uzmepenue

CUATYPHOCT
S —
Gu3sHe busHe EEnm
c-1 2

BbTpelwwHa Hadoop IV usmepenue
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B UHdpacTpyKkTypHaTa CUrypHOCT U3non3BamMe KoHuenuusTa
3a AganTuBHa CUTypHOCT pa3paboTteHa oT Gartner

MonunTtuk
tbunoxu
’ CbCTOSH "
#3-1lporunosupane HE #4-TlpenoTBparsiBane
-OueHKa Ha )
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PaspaboTtuxme AganTMBHa CEKIOPUTU apXUTEKTypa 3a
Cucrtema 3a ronemu gaHHU

FW/IPS-#1] ...

SSH

Pe-

KOHdpUrypupa

He

FW/IPS-#p
Switch-#1(---| Switch-#n
Server-#1 Server-#q
Hadoop/DataNode | '|Hadoop/DataNode

Server-#1 _| Server-#m
Apps Apps
Server-#1 Server-#p Server
Hadoop/NameNode| '|Hadoop/NameNode Hadoop/MgmtNode
[LoGs]

YANC

YnpasneHue n

MpexoBo
YnpaeneHue Ha
Hoctbna

abnogeHve
"

OS-Log
Appl-Log



Cb3aaaoxme PaswumpeHata AgantuBHa busHec curypHocT (1
oT 2) - ype3 YAJIC

YAJIC
YnpasneHue n
AHanma Ha AanTHBHA e AHanu3 Ha norose, CbOUTUS U aHOManNMn
INorose u CHTYPHOCT Hape4yeHu ,,00umHu 0aHHU"

Aﬂ,anTMBHé":LhJAIMQ—‘

CUTYPHOCT - — — — — = -

We [\
PaswwupeHna | :

ApanTtuBHa |
BusHec |
CUTYPHOCT |

*N3MNO0N3Ba NOJNIMTUKN 3a CbXPaHeHNe Ha OAUTHU OaHHU

- o 0 eHOpManu3anpa oguTHN OJaHHN

*13M0JI3Ba TAKCOHOMMYHA KIiacuukauma Ha OgnTHUTE JaHHK

*KOHTEKCTHO CbIMOCTaBsiHE HA AaHHUTE B Npoueca Ha CbObMpaHeTo UM

e 1epuHMpa rnocrnegoBaTeniHOCT OT 4eUCTBUA

*3BBbPLLUBA KOpenavuum 1 cb3gasa npasuia 3a kopenauum

eCb3aBa CbOTBETCTBME C HOPMATMBHU N 3aKOHOBW aKTOBE, BbTPELLUHU MONTUTUKU
eCb3[aBa e-40oKNnagun/oT4yeTn 3a cbouTmna

efipynara MexXxaHM3bM 3a ,,paHHO NpeaynpexaeHune”

NPUOoXeHU
NPUNOXeHU

, -
[ BusHec-1

Pa3miupena
AlanTuBHA
CUTYPHOCT 32
KOHKpeTeH OM3Hec




Cb3papnoxme PaswumpeHa AgpantuBHa busHec cuUrypHocT (2 ot
2) - ype3 My

Myl
MpexoBo A MaNTHER *N3BNMYa, Ype3 APl Ha e-goknagn/otyeTtu ot YAJIC
YnpasneHve Ha cnrypHoer efpunara npasusa 3a JOCTbN 40 BCUYKN YCTPOUCTBA — Ypes
Hoctbna TexeH MpeXoB NopT (n3non3sanku SNMP/Telnet/SSH) —
ApanTuBHa KapaHmUHeH VLAN
CUrypHOCT | _____ l__
@ L)
PaswwupeHna | ' |
ApantusHa | ™= S I I
Bushec |« g e s¢gl
curypHoct | § 3 - e 1
ES 35 231
s S o |n
\aEREe T eaHanNM3vpa CUCTEMHU JaHHU KaTo: MMe Ha XOCT, IP agpec, ornepaumoHHa

cucrtema

eHabnoOaBa Mpexarta 4Ypes: CkaHMpaHe Ha NoOPTOBETE, CKAHUPaHE Ha
N3TOYHMUUTE OT ARP (NDP) npoTtokon - MAC-IP cbOTBETCTBUE, (HE)
CbBMECTUMU OTTOBOPU OT NaKeTu

*13BbPLUBA PUNTPUpPaHe - MMHUMYM MO IP agpec, ume-xocT, VLAN
eCb3[aBa TpPeBoOra - 40 AeaKTUBMUPAHE Ha MPEXOB NnopT

eMpaBun pe-KoHUrypauus, rpyrnosm KOHUrypawumm n HoOBU NONUTUKN
*MPEXBbPSIA YCTPOUCTBA B KapaHTMHEH VLAN 00 n3siCHABaHE Ha cTaTyca

AJTaniITUBHA
CUT'YPHOCT 32
OHKpeTeH OU3HeC




[Mpumep 3a Pa3wunpeHa ApantuBHa busHec CUrypHoOCT — cb34aBaHe Ha
Kopenauwus 3a lNpocneasBaHe nob6aBAHeTO HA HOBU Yf1eHOBE B
norpeduTtencka rpyna

4 Collapse
#% Dashboards

Q (st:C) AND (rv123:73.. x J§ W8 Alocal group... X

©@ A local group... @

ECIR I CRVEY  « Collapse

Q (stC)AND (v123:3.. x J§ W& Alocal group... X

MR Reports and G

f People

4, Event Actions

@ Correlation

Rules (129)

# Find rules
© A Domain/Dire
changed by an

© A Domain/Dire
changed by an

© Alocal group h
© Alocal group F
© Alocal group F
© Alocal group I
© Alocal group h
© Alocaluser's g

© Alocal user's g
successfully
Engines (1)

© Sentinel01:192

Cb3j
Dymlsig

All Dynamic Lists

@ Alocal group...
# Dashboards 9

Real-time Views

Rule Test Results

X Reports and Searches

Status: Stopped (Correlation rule test was aborted: event search limit was reached )
f People

Executed test of rule on 100,000 evenis over the time range 2022 Sep 26 09:42:28 - 2022 Sep 27 09:42:28 matching 12 times in 107 ms
4, Event Actions

Details

Matches (12)

@ Cormrelation

Rules (129) + > & A member was added to a security-enabled 77 09:39:56 A member was added to a security-enabled global group. (Operating System : Microsoft Active Directory and Windows) More | All
2022-09-27 Trust Management > Associate > Suc A defautt
global group. #1
#8 Find rules 15:33:52 (1 event)

b g ¥ 192.168.150.249

. user 3 (S-1-5-21-464046617-3727334649-2038843023-1108)

2 admin (S-1-5-21-464046617-3727334649-2038843023-1112)
© ADomain/Directory user's password failed to be J

changed by another user

© A Domain/Directory user's password has been
changed by another user

© Alocal group has been created

© Alocal group has been deleted

© Alocal group has been modified

© Alocal group has had a member removed
© Alocal group has had a new member added
© Alocal user's password failed to be changed

A local group has had a new member
added

15:33:52 (1 0 Message: A member was added to a security-enabled global group. Subject: Security ID: 5-1-5-21-464046617-3727334649-2038843023-1112 Account Name: admin Account Domain
:33:52 (1 even

| TEST Logon ID: 0x ...

A member was added to a security-enabled
global group.
15:33:52 (1 event)

A member was added to a security-enabled
global group.
15:33:52 (1 event)

A member was added to a security-enabled
global group.
15:33:53 (1 event)

© Alocal user's password has been changed
successfully

Engines (1)

© Sentinel01:192.168.150.248 A member was added to a security-enabled

universal group.

15:35:52 (1 event)

[ob6aBeH e 10-T HOB 4YJ1eH B
rpynara, maeHtudumumpa ce 3a
noTeHUnanHo bnokupaHe

A member was added to a security-enabled
universal group.
15:35:52 (1 event)

A member was added to a security-enabled
universal group.

Dynamclists G 15:35:52 (1 event)

All Dynamic Lists (7}
A member was added to a security-enabled

universal group.
15:35:53 (1 event)

€ Tags
§ Filters

09:39:56 (1 event)



OpraHusupaxme 7 HuUBa Ha ,,BbTpelwuHa Hadoop curypHocT”

i. LleHTpannanpaHo aBTEHTUKMPAHE Ha MOTPEBUTENMUTE — upes LDAP /unm Kerberos

i. ﬂpaBa 3a AO0OCTbI1 HA ﬂOTpe6V|Teﬂ ao DataNode CbpBbPUTE U
CerMeHTNnpaHe Ha OaHHWUTE — upes pasnpoctpaHsisare Ha notpeGutenckuTe akayHTU U3Mon3Bamku System

Security Services Deamon Ha Lunix

iii. KoHTpon Ha gocTtbna Ao HDFS AnMpeKTopun N aninoBE - upes npucsossate Ha

noTpeduTenn unu rpynu NOTpeduTenn Ha Bcsika ANPEKTopUst 1 doann

iv. LleHTpanusupaH JlncT 3a ynpaeneHne Ha gocTtwna Ao Hadoop KnbCcTepa -

ype3 ACL cb3gageH B NameNode

v. MexaHnsbm 3a nbreH OLOWNT: sa naHHm (Hanp. npousxon) 1 notpebuten (Hanp. IP agpec)

vi. 3almTa n KpuntupaHe Ha JaHHUTE Hamupalum ce Bbpxy auck “data-at-rest” v na
naHHu B aemkerne “data-in-transit” B Hadoop knbcTepa — upes TLS npotokona Mexay cbpebpUTe 5 Hagoop—

vii. YnpaBneHue Ha kno4oBeTe 3a KpuntupaHe Ha KnueHT oo —

Hadoop KITbCTEPA — upes Navigator Key Trustee onepmpall C krO4OBE BbTPE B PAMKUTE Ha Ny
Hadoop cucTemara (CbXpaHsBaLL, KIMEHTCKUTE KITIOHYOBE 1 KOraTo € HYXHO rv Aaea Ha KnueHTa 3a gekpuntupaxe)

=>BbU3HEC OPMEHTMPAHM CDVHKLIMM 3A CUT'YPHOCT

J P A § = = 4 = ] ——— — pmm— N, N § 4 — .




PazBuxme noHatumero ,CocdptyepHata OM3HeC CUrypHOCT Ao
,CohTyepHa/Al Hadoop OM3HEC CUTYPHOCT" — HAU-BUCOKO
HUBO Ha Knbep curypoct

« NEOUNHNLUNA - Mepku 3a cuUrypHoCT cb30adeHU Ha HU8O ripusioxeHue, kovto
umart 3a uen Aa npegotepartaTt Kpa)kba, HernpaBoMepPHO U3Mnori3BaHe,
U3TPUBaHE/v34e3BaHe Ha AaHHW UMW NPUMOXEeHUs (UNK YacT oT Tax), MoaUUKaLUA Ha
AaHHU N NpunoxeHna nnm NPpoMsAaHa Ha AaHHU U nocrnenoBatTeJyiIHoOCTTa Ha
n3nbJiIHEHNEe Ha NnpoLuecu.

 BrpaxpaaHe Ha CTaTUCTUYECKUN METOAMU — meamnaHa, npeTerneHa CTOMHOCT, CTaHAAPTHO
OTKITOHEHWe, KnacuduumnpaHe, rpynupaHe, perpecus, kopenaumst 1 np.

- BrpaxgaHe Ha UI3KyCTBeHUA UHTENEKT - Spark/Hadoop cbe cneuuanHa Al/ML Gubnuoteka.

 [NlpaBunata 3a CMrypHOCT CbOTBETCTBALLM C ornpeaernieH Bua busHec - « 5M3pri OCTy=
Java/Python — =

Burpewna Hadoop CrypHOLT 1V, wanepenwe

« BkntouBa busHec npouecu n YnpasneHue Ha busHec npouecute (BPM).

=>(00paboTBa 3amIaxyu U CbOUTHUS KaTO Pa3MUTO MHOKECTBO HA CTPUKTHU OM3HEC MTpaBuUia



,CoiTyepHaTa/Al Hadoop OM3HEC CUrypHOCT" N3non3sa
PaswupeHa Jlambpa apxutektypara

O6paboTka Ha
noTouu B pearnHo HuBo Ha
Bpewme, CUTypHOCT
—TIYoIRYBan- Pa3umpeHa Jlambpa
3anuwun apXuTeKTypa Co R

Hiecn, Al
Paznpenenexue Ha

AaHHN : |

Vﬂ;mm Ha N38nuuane Ha QaHHu O6paBoTka Ha faHHN € BU3YaNU3aUNA HA AaHHH €D pif::jq
Y|
/
/ h
/ CuXpaHmH1e Ha AaHHN \
/ 4
& MoTtoun n /
/ MaHunynupaH /
e Ha aTpubyTn /
CUrypHocC AfanTvBHa U BbTpeluHa
T PaswupeHa Hadoop

aganTuBHa CUrYPHOCT
CIACN/DHOCT




CodtyepHa apxutektypa Ha ,,CodpTyep /Al Hadoop GuU3HecC

r\-‘—‘ I { §

N3Bnun4yaH
e Pa3npepeneHue

Ha BaHHU Ha THM
I - S kaifka. -

OGpaboTka +

___________

___________

CbxpaHeHue Ha
OaHHU



CbLHOCT Ha YCuJIeH U3KycmeeH UHmMesieKm ebpxy
HecmpykmypupaHu 0aHHU npu ,,CodTyep /Al Hadoop 6usHec

CUTYPHC ne3 ID0

Machine learning

Deep learning

KOrHutTuBHoO

o Bl aVaYaYEVaY
| | DP\I\II_I\I

———————————————————————————————————

TbpceHe Cc n3nonssaHe Ha
Al, TbpCeHe C pasnnyHu
BWOOBE JAaHHU

___________________________________

N -

BBbNPOCU, N3M0M3Ba MaLLMHHO
obyyeHne 1 obndoKn HEBPOHHM

B3aMMOOTHOLLEHMWSI CKPUTU B
OaHHUTE — Hamnp. CBbp3Ba TyMTOBE
\_ € pasnosHaT pernctpaumoHeH

AHanus

Pabotu c HepopmaTupanHn

MpPEXW 3a pa3rno3HaBaHe Ha
Moaenu, TeHAeHUUN U

-~ -

— o o ————

7/

e o e e - - - - ——————

HOMEpP Ha kona

®yHKUUKN 3a ayano 1 BUAEO

aHanus, 3agBuMXXBaHu oT Al, KaTo

OTKpUBaHE Ha cbbuTus,
naeHTnduKaLumsa Ha YoBeK B
cbbutune, 6bpP30 paszdbupaHe Ha
KOHTEKCTa N CbAbPXXaHMETO Ha

—— - —— - —— - — A - ——



CodtyepHa apxutektypa Ha ,,CodpTyep /Al Hadoop OGu3Hec

CUTYPHOCT” ce noaabpXKa u 4ype3 IDOL cuctema, MHTerpmpaHa
c Hadoop

@8- -8-0-§

- "
\_'_I \_'_l \ v ) \ v )

Couunannu O6paboTk Ob6paboTka O6paboTk
Mpexu: 3 B Hadoop — 3

e Facebook 5 IDOL NiFi+[TpunoxeHu B IDOL

* Twitter A

« AHanus Ha
YyBCTBUTENHOCTTA

e [lpemaxBaHe Ha
doanwmeu gaHHm



Npumep - vyact ot ,,Cohtyep/Al Hadoop OM3HEC CUTYpPHOCT" 3a
pabdoTa ¢ AaHHU OT Twitter - 3a CUT'YPHOCT Ha AAaHHW — HaJTUYHOCM
(availability) Ha 0aHHU — 4ype3 IDOL

Processor Details NMpumep - KoHdurypupaHe Bpb3Ka €

MICRO

L FOCUS X
Mpumep — TopceHe BTwitter

Sea
= | Ent

Que

Mpumep — Pe3yntat ot O6yueHuero gasa 3 pesyararta o

I Typ:

Sin
Unti A

= Sort by relevance v »
RELATED CONCEPTS
PREMIUM FOOD
wiLw
health
pramium
| o G [\/|O)Ke A2 f06aBUM pbUHO “Kosher”

Similar documents




Get FAOSTAT data
org.apache.nifi- W:‘V-Sfiﬂ;da’wZi-lT»ir
In 0 (0 bytes)
Read/Write 0bytes/10.41MB
Out 1(10.41 MB)

Tasks/Time 1/00:00:08.007

Name Response

Queued 0 (0 bytes)

v

Unzip NOFLAG ﬂIVe

dard-nar

In
Read/Write 10.41MB/59.12 MB
Out 1(59.12 MB)

Tasks/Time 1/00:00:00.317

Name success
Queued 0 (0 bytes)
Remove Double Quotes

org.apache nifi- nifi-standard-nar
In 1(59.12 MB)
Read/Write 59.12MB/49.3 MB
Out 1(49.3 MB)

Tasks/Time 1/00:00:03.149

Name success

Queued 0 (0 bytes)

/

NMpumep - vyact ot ,,Cohbtyep/Al Hadoop OM3HEC CUTYPHOCT" Ha
AaHHU 32 e4eMUK — HasiudyHocm (availability) Ha 0aHHU 4Ype3 NiFi

U Store file in HDFS
org.a :?;e nifi :m":-rh%x:i::..::;_‘.-nar
In 1(49.3 MB)
Read/Write 49.3 MB/O0 bytes
Out 0 (0 bytes)

Tasks/Time 1/00:00:01.256

t

Name success
Queued 0 (0 bytes)

Set filename to all_data.csv

org.apache. nifi - nifrupdate-attribute-nar
In 1(49.3 MB)
Read/Write 0 bytes/0 bytes
Out 1(49.3 MB)

Tasks/Time 1/00:00:00.002



CucTtemara 3a rofieMu AaHHU OCUrypsiBa CUT'yPHU AaHHU 33
pabota Ha CynepKkoMnioTpuTe U cTapTupa CUrypHun npoLecu B
TAX

CodryepHa/Al Hadoop BusHec
c

o\

‘bTpeluHa Hadoop
cun

n
aswupeHa AgantuBHa busHe

@THOCT ] @
,.M ;}‘);;ko ) 3\,
ooa ApanTusHa
CUTypHO

———enrypHOeT
cT




Cb3papeHa e CbBKynHoOCT oT [onemu gaHHU 3a uscnenBaHe

NxoHOMHKA

duHancu

KomyHukanuu u cbo0ueHust

MenuuuHa

Tpancoopr [loTeHumanHa
TOMnonorns

OoOpa3zoBanue

Meauun

Conuajanu Mmequu

HacranaBaHe

KuBorHu

ATpHUKYJITYpH
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