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The Challenge

• Find all IOCs for the threat

• Search all data sources for threats, 
patterns, IOCs, and more

• Build the case attributes and prepare 
the playbook for incident response 
(quarantine the infection, isolate 
resources, escalation reports, etc.)

• Orchestrate the tasks from the 
playbook



60% of companies use 25+ unique security products, and 
44% engage with 10+ vendors



The complexity of threat management
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Visibility Detection ResponseInvestigation
• Normalization
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Modular security capabilities

Open and integrated hybrid multicloud platform

• Automation
• Development tools

• Data connection
• Asset enrichment

• Case management
• Orchestration

Platform services

IBM Cloud Pak for Security
An open multicloud platform to gain security insights, 
take action faster, and modernize your architecture
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Data Explorer
Federated search and investigation

• View all critical security data without moving it using 
pre-built connectors to cloud and security data sources

• Single query language (STIX) to investigate across
all data sources for threats, patterns, IOCs, and more

• Automatically enrich data and attributes with integrations
into threat intelligence feeds, assets, and risk databases

• Statistical insights without querying provides immediate 
analysis on least common, most common, and potential
outlier values 

• Seamless integration with SOAR cases to share insights, 
searches, and findings

• Expand data sources and capabilities, creating
new connectors using an SDK or IBM services



• Reduce time to respond to and remediate complex 
cyber threats by automating incident response 
processes

• Streamline and automate manual and repetitive tasks

• Guide and execute investigation and response actions 
consistently with robust case management and
tasks, leveraging visual process techniques from
lean manufacturing

• Drive investigations across the organization via simple 
point-and-click deployment of 160+ third-party 
integrations

• Customize and extend dynamic playbooks through
a visual workflow editor

Case Management
Security Orchestration, Automation, 
and Response (SOAR)



• AI driven threat priorities

• Search all your data sources for evidence automatically 

• Understand the source and impact of the attack so you 
can respond effectively

• Create a timeline view of the attack so you know what 
has happened and when 
it happen

• Map investigations to MITRE ATT&CK tactics and 
techniques

Threat Investigator
Automated alert investigation 
driving faster more consistent 
and accurate responses



Threat Intelligence Insights
Prioritized, actionable 
threat intelligence
• Gain global threat intelligence through reports with 

contextual information curated by the IBM X-Force team

• Prioritize threats with the X-Force Threat Score, based 
on relevance, severity, penetration, impact and 
environmental sightings

• Identify and act on threats active in the environment with
“Am I Affected”—continuous, automated searches 
across
data sources; cases created automatically for active 
threats

• Leverage investments in 3rd-party threat intelligence 
feeds through a simple single configuration screen and 
enrich information throughout the platform



• Exchange cyber threat intelligence (CTI)

• Prepare and respond to upcoming attacks

• Automated threat exchange

• Integrate into existing tools and products

STIX — the Structured Threat Information 
eXpression

TAXII — the Trusted Automated Exchange of 
Intelligence Information



Thank you


