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Cyber influence
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Cyber
espionage

u-b..lu, | =
=Fen-— 32— < «RW
[ < .AE.I*. S-0w)
AN\ — T fooi <
LUSH& A 00 FS ESNog”/
VY. Wdhw“ f
t >
o {vwbo? < B
r L OD- O We U 0O o
(.!0‘! O N {
o ¥ -l X —

ROl ooV B0 - ol
- .‘.A})Q‘ih@

O w00 O9O0DE <«

PO R o

AOBWOCTE —

S90>> O~ ool D —

OO0 0w 1-33D 2 3RwWeSs

- uny

0

- lﬂl\)f - - \I..aql A'..

- 1T}
- BESORS LY <
> 1= ~ND
2 2 HWE r U MVESO +
A®  Bo

- one OVl - - ~— 9D
MOe 1! —00 -+9i ¥ 0
S e - @ uoL

) M - - Oz
r—oues@>3Oo\NA X =
S | '@l 4+ -0

—~ MW - = e —B DA —

Lessons from Ukraine’s Hybrid War

Destructive
cyber attacks

e s> N SR T

o ® —~—a V.)U.(lﬂw ™

— O Bo X—wi1—

ool WD E= > — 4

> « ¥ LI B s> —3e+41

i 4 ® O % e Eu

MO _Fo@® g - LOVB IR -0

V-0 | -y —~ - ©>

*Ox ANV —F Ol >, O

—@-vo2fFu——w -
S0 ——Z
~— =



Defending Ukraine

=" Microsoft

The advent of cyberweapon deployment in the hybrid war in Ukraine is the dawn of a new age of conflict.

Coordinated Russian cyber and military operations in Ukraine

January 15, 2022 « 6 min read

Destructive malware targeting Ukrainian organizations B

Microsoft Threat Intelligence Center (MSTIC)
Microsoft Digital Security Unit (DSU)
Microsoft Defender Threat Intelligence

Microsoft Detection and Response Team (DART)

& Share v

Microsoft Threat Intelligence Center (MSTIC) has identified evidence of a destructive malware operation
targeting multiple organizations in Ukraine. This malware first appeared on victim systems in Ukraine on

lanuary 13, 2022. Microsoft is aware of the ongoing geopolitical events in Ukraine and surrounding

region and encourages organizations to use the information in this post to proactively protect from any

malicious activity.

April 19

IRIDIUM launches destructive attack on
Lviv-based logistics provider

April 29

IRIDIUM conducts reconnaissance against
transportation sector network in Lviv

Russian missiles strike railway substations,
disrupting transport service

March 4
STRONTIUM targets government
network in Vinnytsia

Russian forces launch eight
missiles at Vinnytsia airport

Russian rockets strike TV tower in Vinnytsia

February 14
Odessa-based critical infrastructure
compromised by likely Russian actors

Russian airstrikes hit fuel depots and
processing plants around Odessa

Countries outside Ukraine targeted
by Russian cyber espionage since the
start of the war in Ukraine

February 28
Threat actor compromises a
Kyiv-based media company

Missile strikes Kyiv TV tower

March 1
Kyiv-based media companies face
destructive attacks and data exfiltration.

March 11
Dnipro government agency
targeted with destructive implant

First direct Russian strikes hit Dnipro
government buildings, among others

March 2
Russian group moves laterally on network
of Ukrainian nuclear power company

Russia’s military occupies Ukraine's
largest nuclear power station

https://blogs.microsoft.com/on-the-issues/2022/06/22/defending-ukraine-early-lessons-from-the-cyber-war/
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Understanding how Microsoft approaches security

Our unique vantage point
» Comprehensive Security

We secure devices, identities, apps, and clouds, with the 37bn
full scale of our comprehensive multi-cloud, multi- email threats
. block
platform solution. i
> Unique Insights
Our unique view of the global cybersecurity landscape, 34.7bn
. - . . identity th
informed by trillions security signals collected per day, e eaEd
enables us to respond quickly to emerging threats. 43tn
° ° ° ignal thesized daily, usi histicated
> Built-in Intelligence e
. . .. . and protect against digital threats and
Our security solution is infused with world-class, criminal cyberactivity.
responsible artificial intelligence (Al) and automation, 8 OO
iched by always-on global threat intelli 500+
enriched by always-on global threat intelligence. / Sbn
engineers, researchers, data scientists, g
> our Experience cyberslc?gurilty exlperts,' threat hunters,d ; e::a':,l;lzr:is:iga?layls
geopolitical analysts, investigators, an ,z
We apply learnings and insights gained from protecting froine espondes adves $F e tEs ‘
our global infrastructure and working with customers 15 OOO+
- I
across 120+ countries. partners in our security ecosystem who
increase cyber resilience for our customers. July 1, 2021 through June 30, 2022

Source: Microsoft Digital Defense Report 2022
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Dismantling cybercrime

To date, Microsoft removed more than 10,000 domains used by cybercriminals and 600 used by nation state actors.

> Everybody always thinks of advanced
attacks or state-sponsored attacks.
The reality is most of these attacks are pretty low
budget, but yet still effective.

> Backing up your data essential.

> Make sure all your systems are up to
date, patched.

Most successful attacks, external attacks, they're
taking advantage of vulnerabilities and other types
of software exploits. It's nothing fancy.
> You need an internal process of further
prioritizing the vulnerabilities based on

your own business context, IT context,

Notorious cybercrime gang’s botnet disrupted,

Microsoft's Digital Crimes Unit (DCU), April 2022 your own th reat environment to help you

https://blogs.microsoft.com/on-the-issues/2022/04/13/zloader-botnet-disrupted-malware-ukraine/

patch the system


https://blogs.microsoft.com/on-the-issues/2022/04/13/zloader-botnet-disrupted-malware-ukraine/

Nation State Threats

As of June 2022, we had delivered over 67,000 Nation State Notifications (NSNs) since we began in 2018.

Sample of nation state actors and their activities

Russia

-.

Ac

ACTINIUM

Br

BROMINE

Ukrainian government,
military, law
enforcement

Gamaredon

Energy, aviation, critical
manufacturing, defense
industrial base

EnergeticBear

Government,
R a education,
defense

RADIUM

Communications

G a infrastructure,
IT, government,
education
SoftCell

GALLIUM

Israeli defense

POLONIUM

Government.

Ni =
APTI5
NICKEL Vixen Panda

Telecommunications,

G d NGOs, government

APT40
GADOLINIUM

Cn

COPERNICIUM

Government,
defense, energy,
aerospace

Cryptocurrency and
related technology
companies

APT38,

Beagle Boyz

P

PHOSPHORUS

Bh

BOHRIUM

Pu

PLUTONIUM

Os

OSMIUM

Media, human rights
activists, politicians,
and US transportation
and energy

Charming Kitten

IT, shipping
companies, Middle
East governments

Tortoiseshell

North Korea

Science and
technology,
defense, industrial
Andariel, Dark Seoul,
Silent Chollima

Think tanks,
academics,
NGOs, government

Konni

Government,
defense, science
and technology

Lazarus

Microsoft
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Cyber Influence Operations

Microsoft is building on its already mature cyber threat intelligence infrastructure to combat cyber influence
operations.

ilobally, more than three-quarters

f people worryabasitil & » Democracy needs trustworthy
formation is being weaponized. information to flourish.

> A key area of focus for Microsoft are
the influence operations being
developed and perpetuated by nation
states. These campaigns erode trust,
increase polarization, and threaten
democratic processes.

> Increased coordination and information
sharing across government, the private
sector, and civil society is needed to
increase transparency and to expose and
disrupt these influence campaigns.
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We focus on raising Cost of Attack

Drive up attacker cost using real world context

1. Asset and Vulnerability Identification
(including “audit mode” of policy enforcements)

IDENTIFY PROTECT RESPOND RECOVER >

2. Learnings from real world incidents



Designing for Success and Failure

RELIABLITY
Designed not to fail

PREVENT
Every possible attack

e

RESILIENCE
Designed to recover quickly

ASSUME COMPROMISE
Protect, Detect & Respond
along attack

phases

=" Microsoft



4 Dimensions of Threat Timeline

=" Microsoft

Geostrategic

Positioning the strategic control
within the target.

Usually not activated, in sleeper’s

mode, being ready to be activated.

Potential threat by perceived
existence. Strategic value for the
adversary, multiple shapes and
forms.

Operational

Probing the operational control
over the target infrastructure.

Activating and learning mode about
targeted critical infrastructure and
learning about response from
targeted objects.

Cyber

Activating the command-and-
control capabilities of infrastructure.

Early indicators of the potential
hybrid engagement defined by
massive cyber activities activating
the sleepers (internal) and deploying
the attack vectors (external).

Crisis

Manifesting the damaging activities
on targeted objects.

Hybrid crisis manifestation with
physical attributes of destruction
(war, flood, fire, earthquake,
pandemics etc.) with potential cyber
activities depending on strategic
capabilities.
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Addressing through 4 Dimensions of Resilience

Geostrategic

/

Partnerships and Coalitions on
Digital Signals

Partnerships with other
organizations that scale the
capabilities and manage early
signals.

Common interest in protection and
security.

Operational

i

Digital Twins Management
Systems with Zero Trust Approach

Building a digital control over the
(industrial) environment with clear
responsibilities on national
(organizational) critical
infrastructure.

Security Operation Center w/
Intelligence Graph integration

Strong SOC capabilities integrated with
external intelligence networks.
Deployed latest integrated tools for
threat intelligence, but also platform
technologies like confidential
computing, encryption etc.

Crisis

0= =

O=

Emergency Management &
Response Systems

Software driven capabilities on
Public Safety and National Security
(+others) that support availability,
confidentiality and integrity of the
data, apps and processes.
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Expand your Trust

TRUST [@f0iC/p.
TRUST [Z19AR"A55415
VERIFY U2 RSN
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Cloud Security and Resilience Continuum

New orchestrated platform services that provide application and services virtualization

Sy

Private Cloud  Cloud Extensions Edge Cloud Edge Cloud Public Cloud

Managed by Organization Managed by Provider

Consistent security, identity, management, and Al

Datacenters & Private Cloud Edge Cloud Hyperscale Cloud

Internal approach to protect Connected approach that qu)nected approgch that External approach for
the classified data, usually utilizes cloud services but utll{zes clogql services but application and data
disconnected fulfills specific national fulfills specific national resilience with integrated

Scenarios with limited resilience obligations on data and obligations on data and security intelligence.
scenarios. services governance. Services governance.
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Lessons Learned

Start with: You are compromised. > (@481 #51=le ¢ I‘it

Integrity of your data is compromised.
Your cover of adversary'’s identities.
Your devices are not protected.
Restart with the Zero Trust Security.

Lead with: You will rebound. > (@8]l did= 1=l gle =

Every component of the system will need recovery.
You will recover to different infrastructure.

You will rebuild everything from the scratch.
Restart with Full Scale Resilience.




The cyber resilience bell curve Enable mulfctor

authentication

Apply Zero Trust
principles

Use modern
anti-malware

Keep up
to date

— Protect
data

98%

Basic security hygiene
still protects against
98% of attacks



Microsoft Mission

Empower every person and every organization on the planet
to achieve more.

llluminating the threat landscape and empowering a digital
defense.

» Learn more: https://microsoft.com/mddr
> Dive deeper: https://blogs.microsoft.com/on-the-issues/
W Stay connected: @msftissues and @mesftsecurity

© 2022 Microsoft Corporation. All rights reserved.
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