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How we did it?
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Products, created in Bulgaria, for the whole world
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• The Nexo 
Platform

• The Nexo App • Earn on Crypto 

• $4B+ Assets Under 
Management

• Nexo Exchange

• Nexo Pioneering a 
Real-Time Audit

• Nexo Booster

• Nexo Ventures 

• Nexo Prime 

• The Nexo Card 

• Nexo Pro 

Products, created in Bulgaria, for the whole world



DDoS Attack



What is it?

● Denial of Service (DoS) is an attack on a 
computer or network that reduces, restricts, or 
prevents accessibility of system resources to 
its legitimate users.

● In a DoS attack, attackers flood the victim 
system with non-legitimate service requests or 
traffic to overload its resources.

● Distributed denial of service (DDoS) is a 
coordinated attack that involves a multitude of 
compromised systems (Botnet) attacking a 
single target, thereby denying service to users 
of the targeted system.



Types of DDoS Attack

*Source: www.f5.com



Major DDoS 
attacks

● September 2017 – Largest disclosed attack - 

2.54 Tbps against Google Cloud

● February 2018 – 1.3 Tbps against Github

● February 2020 – 2.3 Tbps against undisclosed 

AWS customer

● April 2007 – Attack against Estonian 

government services, financial institutions, and 

media outlets



Actors & 
Consequences 

● Botnets 

○ Example: OVH Attack in 2016

● Consequences:

○ Financial Loss

○ Reputational Damage

○ Productivity Loss



Attack in motion



Trends in DDoS attacks 2022

● Ransom DDoS

● Network Layer DDoS: In Q2, the total amount of network-layer DDoS attacks increased by 
109% YoY and 15% QoQ. 

Most targeted industries: Telecommunications and Gaming. 53% of all network-layer 
attacks were SYN floods.

● Application Layer DDoS: In Q2, the volume of application-layer DDoS attacks increased by 
72% YoY, but decreased 5% QoQ. 

Most targeted industries: Aviation and Aerospace, Internet industry, Banking, Financial 
Institutions and Insurance (BFSI) industry, and Gaming / Gambling industry.

*Source: www.cloudflare.com



Protection & 
Best practices



Countermeasures

● Layered Defense

● Reducing Attack Surface

● Traffic Inspection

● DDOS Simulations




